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Da 1 , id Kahn 
Windsor Gate 
Great Neck, New York 



December 2d, 1954 



The Director 

National Security Agency 

Arlington Hall, Vriginie 



Sir: 



The recent criticism of the national security system 
by the American Association for the Advancement of Science 
prompted the Hew York Cipher Society to issue the enclosed 
"To, Improve Our Cryptographic Defenses. n As you can see, the 
statement first corrects an unwitting error in the Association's 
statement and then further explains the danger inherent in the 
present overlv-restrictive cryptographic security system. We 
confine ourselves to our particular sphere of competence. 

We are sending you a copy of this statement in the 
hope that the logic of its position will convince you to liber- 
alize our current cryptographic security program. 

"To Xmppove Our Cryptographic Defenses* was adopted 
without objection by the New York Cipher Society at our regu- 
lar monthly ueeting held in New York on December 20, 1954* In 
addition to the Board of Directors of the American Association 
for the Advancement of Science, copies are being sent to Pres- 
ident Eisenhower and to other parties. 

We hope that this statement will prove of some assis- 
tance to you in your woric of guarding the communication lines 
which are so vital to the nation. If you have any questions 
concerning the statement, please do not hesitate to wrjte us. 



Very truly yours 




New Yors Cipher Society 



Approved for Release bv NSA on 05-01-2014 pursuant to E.Q. 13529 
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to IMPROVE m QBIPSOmmO DEFENSES 



The Row fork Cipher Society agree* with the principle* 
celling for greater freezes of scientific information which were 
set forth in ^itmngthcnlng the Basis of Rational Security” by 
the Board of Directors of the American Association for the Advance* 
neat ef Science* In that spirit of agreement, the Society viehee 
te point cat that the Association ha* unwittingly implied eppesi* 

tien te it* «m suggested «eearlty peliele* in a field vital te the 
national defense* This it ha* den* by it* unqualified mention ef 

^communication eedes” in the fallowing eeatceeec* 



Coi^snieati^a cedes, troop strength and 
diipecltien, strategic plans and ether 
mien information can be kept out of enemy 
hands, st least temporarily, by adequate 
security safeguards* Although such infer* 
nation eventually besoms* obsolete or is 
compromised through operational use, until 
this happen* secrecy ic proper aad eftfee* 
give* 



fite xtm can deny the truth of that statement, atrietly read. 
The actual cedes or ciphers used by our armed force*, the key* used 
in «n&pfc*m*at, the enemy cede* or cipher* broken by our cryptena* 
ly***» the mseage* resulting from much cryptanalysis all the** 
properly lie within the bound* of security informatlcst. Rewevscr, the 
Abecctatltn seen* to have everl coked here the fact el*e*6*r* nad* 
cssplieit asa eseeatial to the erguwsmt *■* that these specific, secret 
Item* ultimately derive precipice waieh ere generic s*d 
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Hie /desolation's original Statement would deem to exclude 
-this participation* although It is clearly in line with Association 
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' policy that w the security of the nation requires the most favorable 
eA^timstaaoe# for the advancement of science , cot envir onaeni that 
will foster a healthier* more imaginative* more energetic develop* 



neat than that which serve# theenshies of freedom* * 
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ditto • the security situation with respect to crypt© grepby 
is except! onaXiy restrictive , tbs Society fools that It tw&rrsata a 
further stfttononti 



Kaay reasons aggravate the cryptographic mm rity situation 
is this oomtsr* One* undoubtedly* is th« current ecaafusioix between 
basic neimK) and subsequent results which the Society has triad to 
clear tip in this statement* Another is tho fast that throat the 
ages cryptographic informatics has consistently been suppressed. •» 
probably because of the very confusion ear.*«pli#io4 in the Aosoel«tion*o 
statement* Another is the natural ossslusi ?•&••• of the professionals. 

Still another is the traumatic experience *« still all too fresh ia 
the KORospy of many of oar crypto graph*?* <*» of having «n American «x» 
pose wfh all of his own country* s most eeerttt activities in this 
field* thereby ruining years of work on the solution of ssany foreign 
oodos* All of these factors add up to the asspoai&lly heavy reetrid* 
tictts os the free discussion of cryptography in this ©ouatry* 

Such a policy is# in the opinion of the Society* short* 
sighted st best and uncensoioaebly desgorous st warst» Three m«RR 
point to this concluciottd* 

The first it the cot of argu^nts for leee eturingcat 
carity regale tie&s advanced fey the Association in its static®*;, All 
these «rg«tte&*s hold true for eryptosrep hy && veil as for haai-9 
ooiMktiflt fcftmtodcb because* a® t&* .Society explained* the letter 



includes .the form?* Further* the Society $#uld sake explicit the 
feeling behind the Association *s stateaeat that the security pregrsn 

ultimately threatens iVeedott of tb«u#*t s that it is i&&rof©rag a?®-* 



pttS&A&t to Assesrita'A ideal#* sad that it Is tolerated only 
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of th* present world tension. Aside from this* the Society em add 
little to tho Association »» ototomnt beyond remarking %h&% outside 
criticism a»$ suggestion would probably prove especially fruitful !u 
a field which has so long been esoteric and withdrawn. 

Secondly, rosbriebioK of cryptographic information stint* 
the quality and quantity of amateur eryptographers •«. & prime sours® 
for mw nts i sssd ideas in this field* The ghertsigbbc&nosa of this 
policy will injure this nation , l^aresptibly as the flow of new idea* 
and man slowly dries up, or frighteningly when a su4ds?t mobilisation 
calls in vain fee* cryptographers* Cryptographers eaimot bo trained 
evaml^fc* but they will b& needed oversight* Those who already 
know something about the subject will be available far more quickly 
than those who must be taught from the ground up. Furthest those 
amateurs will have* because of their background* a for better und«r~ 
standing of the problems of practical cryptography fch&ss hastily 

i® retrained men* Notably* nearly all iapsrtont ss?d.«a?n principles in 
the field stem from ass&fcenr Isvcntleae* Thosaas deffersen drew qp»" 
eiflcaticms Her a cipher device 150 years ago wtsich* slightly nodi* 
fled* is still used by the Army* Sir Charles tiheateftoBet the fauaewi 
..British scientist, sra&ted an isgoaioas srypte&Rph w>A % cipher sy&* 
tea so goad that the British used it eg a field elpfeev is ?ferld War 
!• An America electrical engineer* Bilbsrt ©* VemutB, invested aat 
mRm&t&o teletype**basie meipfe®rin^«»traasmioeion' aMtanlsu uBmpscasd 
today. To save a company from bankruptcy, a Swedish saachanical s®<* 

g (seer named Boris C, W* Hagdin produced so aassellest a cipher mehlae 
that both sides used it during World War IX* |Pd an American imretoP* 

Sdwurd H« Hefesinftt developed a eryptegaraph tfildh, **eevdia& te nsa&r* 
the geyssjaia&sit usee ft? i*&p»&e$ret eese^BicatS^o^fi* All of .$h«st* 



-■£" 



iteroa embody important cryptographic principles* all have successfully 

the % esto of practical us©g#j and all have bests created by amateur 
cryptograph era — all of >&ieh strikingly ccnfims the Importance of 

amateur contributions to cryptography* The government grabs for these 
ideas, but unwisely rejects calls for help from possible contributors* 
The popularity of cryptograms in the pu*«X« pages of newspapers indi- 
cates a widespread interest ia this subject, but fch& govemaeat, in- 
stead of developing this potential pool of cryptographers, actually 
boats down its interest by oppressive security regulations* Unless 
this policy 1 c changed, what is now folly say feeaoi&a suicide* 

Finally, the only modem authorities on cryptography whs have 
discussed the subject of excessive secrooy both agree that greater 
semination of cryptographic information beat serves the nation, 

Tim first, GestraX Karoe! Oivierge, chief of the French cryptographic 
bureau whose work did so much to help win World war 1, stated as far 
back as 192> that 

ft Tee mi-sh secrecy is som®bl&©s h&rsfulj 
suppression of cryptographic information 
results in the lack of an Informed per- 
sesssl* vMle publication; of general dif- 
fused knowledge of certain ij^stieas* su$& 
as that concerning transportation, does 
act prevent tbs general staff £v<?m 
sealing details of interest to the ssossy** 

Ths second, Ttoe Gyldcs, author ef the only sefeoXesrXy history of tba 

cryptographic bureaus ia Wos&d War X, starts by esndtiming 
sesrety sad coaelndcs by declaring that frsotes of cryptographic 
iaf*3?x*stiosj i® escantiaX t» * good cryptographic service, After ®nly 
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"That is, the soereoy which «m shrouded 
almost all cryptographic activities before the 
war hoc proved ifcealf to bo a two-edged sword* 
The experiences of the World War proved eonelu- 
sdvely that such secrecy most frequently docs 
acre hors than good# It prevents the spreading , 
8S&C & ig soldiers and civilians alike# of the gea- 
oral training in cryptography absolutely neces- 
sary for the conduct of modem warfare. It re- 
strict s the korXaon of the cryptographer and 
lulls him into & fallacious seif-conceit.*’ 



Further ©a: tt X& bs’laf, all unnecessary secrecy la to a high degree 

obstructive to knowledge of and efficiency in cryptography!** And a® 
the third of his concluding r© commendations? W A naaclnuB general 
k nc^dedge of both cryptography and cryptanalysis, with tfa$ elimination 

of all unnecessary esarsay, should bo gkr&a to th ! .' corps of officer /^® 
Such, them, are the reasons Why the 3Jsw fork Sipher Socially 

believes that the present overly-reatrietivo cryptographic security 
program harms th® nation. Tha Ses&oty feds that liberalisation os 
the program should igake avallafcle more basic cryptographic ka$nlo£f * 
and should stisBsXata public interest in cryptography without dis- 
closing any nesessArily-eeeret results, This esn be dost a along th:- 
lines laid down by the Association. Another *®y wculd be to yel<ss-.?:4* 
certain official publication® oa cryptography bs the public* 
books contain nothing about official ciphers and offer little if 
anything that is osv to the m&mo®* However, they ar* veXX-writtes 
and coiKplete, and they could fill a public dsund which private in- 
dustry does not fill (poreauaably because bfe* demand is sd *$-&S.X &?s 
to be unprofitable)# In other soXemeos, the fiovwcwant waskvot* 
sash a furnishing of Xotr-dsaand but Important natwlaX to fctet pafrlid 

as one of Its primary functions, But is oryptosrepky a field 
bo the naticaol soouxlty <**• it turns its ba&« cm this fuacft&oa* Fr«*t 
Heat Si&imhvmi»*ts Rxooa&lvo Order 104-50 {roor^saiiftin^ the po«irt.by f 
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system) afforded the geversusasit an opportunity to downgrade th&m 
publications, Shamefully, Instead of a ©1 slug that chance, the govern- 
■oat used bha order to upgrade the m* thus not only awaking thees ua~ 
necessarily har'd to obtain for those interested reservists and mil- 
Itary personnel who have a right to thsa, but also removing them 
entirely from the educational spheres of the siany aatafccur cryptogra ohers* 
wfe© could tharafroa bsnefit thasaawlves and their country. 

The whole picture is* not black, however, American erypfe- 
analysts as^oaislsedi the world with their fajaous prewar solution of v*.ha 
Japanese code. Undoubt <sdly the level of their aososeplishssant res isiio.j 
highi certain hints lead credence to this view, Nevertheless, the 
Sew fork Qiphar Society fs&ia th,«fc even this brilliant work can b* 
extended end improved; and that et least on® way to do it would, bo 
to end the dangerous preamt policy of excessive secrecy. r ilrao ea*t 
the boat interests c t America be served. 



